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NEED TO UNDERSTAND GDPR COMPLIANCE? 
You can trust Green-root Tech to support you in the disposal of your data according to GDPR 
compliance regulations. 

Read on for all the facts you need to know. 

 

General Data Protection Regulations (GDPR) Compliance Within the European Union 

This guide aims to provide you with an understanding of how we will support you to dispose of 
your data following GDPR and changes securely. 

GDPR is the central element of Europe's digital privacy legislation and came into effect in May 
2018. It is designed to reflect current digital practices to align with personal data, privacy, and 
consent laws. 

To comply with GDPR, organisations need to ensure that they gather data legally and 
according to strict conditions. The people responsible for collecting data and managing it must 
protect it from being misused or exploited. Failure to respect data owners' rights can lead to 
penalties being imposed. 

GPDR applies to data processors and controllers regardless of whether the data processing 
occurs in the EU or elsewhere. Whether the processor or controller has been established 
somewhere other than the EU, GDPR applies to activities relating to the supply of products or 
services to EU citizens. These regulations apply regardless of whether payment is required or 
not and to data monitoring within the EU. Any processing of EU data in non-EU organizations 
needs to have a representative within the EU. 
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Aim of EU GDPR 

GDPR aims to protect EU citizens’ privacy and personal data from exploitation and 
manipulation. The need for such protection has increased considerably since the initial GDPR 
directive issued in 1995. Back then, there were fewer opportunities for personal data to be 
exploited. Although the fundamental principles of GDPR still hold, it has adapted to the digital 
world, as detailed below. 

Expanded Territorial Scope 

One of the more significant changes to GDPR is the expanded territorial scope of the 
regulations. Regardless of the organisation’s geographical location, GDPR applies to handling 
the personal data of any EU citizen. Previously, GDPR had been based on the organisation’s 
situation rather than the individual’s data. 

Extent of Penalties 

Failure to comply with GDPR can result in fines of up to 4% of an organisation’s annual global 
turnover, or €20 Million, whichever is the more significant amount. The maximum level of fines 
is reserved for those making the most severe GDPR infringements, such as failure to obtain 
an individual’s consent to process their data or beaching Privacy by Design concepts. Less 
serious offences, such as failure to maintain ordered records (as laid out in Article 28), failure 
to inform a data owner or supervising authority about a data breach, or failing to conduct an 
impact assessment, can be subject to a 2% fine. GDPR fines apply to both processors and 
controllers, so enforcement exemption ‘clouds’ have been eliminated. 

Consent Conditions 

GDPR data consent conditions have been strengthened, with organisations now having to 
use plain language to ensure that people understand the level of consent they are being 
asked for about their data. Consent requests must also be differentiated from other matters so 
that there is no confusion about which an individual is giving consent. Consent must as 
straightforward to revoke as it is to grant. 

 

RIGHTS OF THE INDIVIDUAL UNDER GDPR 
 

Notification of Data Breaches 

GDPR stipulates that individuals have to be notified of breaches of their data if such a breach 
is likely to infringe the rights and freedoms of an individual. Breach notifications have to be 
carried out within seventy-two hours of a breach occurring, and data processors and 
controllers should notify customers of the breach “without undue delay.”  
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Right to Access Data 

GDPR outlines the right for individuals to receive confirmation from data processors or 
controllers if their data is being used or processed. Also, the purpose for which the 
information is being processed and where it is being processed. Moreover, data controllers 
have to provide individuals, free of charge, with a copy of the personal data being used in 
electronic format. This requirement is one of the most significant changes to GDPR in terms 
of transparency and empowerment for individuals. 

Right to be Forgotten 

GDPR ensures that individuals have the right to be forgotten, also known as Data Erasure. 
The right to be forgotten forces data controllers to cease further use and dissemination of 
personal data should an individual wish that. Article 17 of the GDPR outlines the conditions 
for erasing data, including outdated or irrelevant data. GDPR also states that data erasure 
should be balanced between the individual's rights and the public interest. 

Data Portability 

GDPR introduced the principle of data portability, which is the right for individuals to receive 
the data to which they previously gave access. This data should be provided in a format that 
is commonly used and machine-readable. They should also have the right to transfer their 
data to another data controller. 

Privacy-by-Design 

GDPR has transformed privacy-by-design from being a concept to become a legal 
requirement. In essence, privacy-by-design requires data protection integrated into systems 
from the outset rather than being bolted-on retrospectively. Moreover, data controllers have to 
take appropriate organisational and technical steps to ensure that GDPR requirements are 
met. GDPR article 23 states the necessity for data controllers to only retain and process data 
necessary for the task, a principle known as data minimisation. They are also compelled to 
minimise data access to those who need to action the data processing. 

 

 

Green-root Tech is compliant with EU GDPR and is registered with the Information 
Commissioner's Office (ICO). We can provide you with advice, assistance, and support with 
your data destruction and erasing needs. Our procedures are carried out with full 
documentation, giving you peace-of-mind and verification of safe data disposal. We manage 
and dispose of all data-carrying media, disposing of it following and complying with UK 
Government requirements. 

 

GREEN-ROOT TECH - WHY CHOOSE US? 


